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CertKit: Microsoft MS-101: Microsoft 365 Mobility and Security 
 

This CertKit covers three central elements of Microsoft 365 enterprise administration – Microsoft 365 Security 

Management, Microsoft 365 Compliance Management, and Microsoft 365 Device Management.  

Learn about Microsoft 365 Security Management, including how to manage your security metrics, how to enable 

Azure AD Identity Protection, how to configure your Microsoft 365 security services, and use Microsoft 365 Threat 

Intelligence. 

Learn about Microsoft 365 Compliance Management, including data retention and data loss prevention solutions in 

Microsoft 365, archiving and retention in Microsoft 365, implementing and managing data governance, and 

managing search and investigations. 

Learn about Microsoft 365 device management - from establishing Microsoft Intune, to enrolling devices to Intune, 

to monitoring the devices, to controlling what users can do from the enrolled devices by using conditional access 

policies. 

 

Prerequisites: 

• Completed a role-based administrator course such as Messaging, Teamwork, Security and Compliance, or 

Collaboration. 

• A proficient understanding of DNS and basic functional experience with Microsoft 365 services. 

• A proficient understanding of general IT practices 

 

Course outcome: 

• Microsoft 365 Security Metrics 

• Microsoft 365 Security Services 

• Microsoft 365 Threat Intelligence 

• Data Governance in Microsoft 365 

• Archiving and Retention in Office 365 

• Data Governance in Microsoft 365 Intelligence 

• Search and Investigations 

• Device Management 

• Mobile Device Management. 

 

Who should attend: 

This course is designed for persons who are aspiring to the Microsoft 365 Enterprise Admin role and have 

completed one of the Microsoft 365 role-based administrator certification paths. 

 

CertKit content: 

• E-learning courses: 

o Microsoft 365 Mobility & Security: Implementing Mobile Device Management 

o MS-101 - Microsoft 365 Mobility & Security: Managing Device Compliance 

o MS-101 - Microsoft 365 Mobility & Security: Devices & Apps 

o MS-101 - Microsoft 365 Mobility & Security: Windows 10 Deployment 

o MS-101 - Microsoft 365 Mobility & Security: Cloud App Security 

o MS-101 - Microsoft 365 Mobility & Security: Windows Defender Threat Protection 

o MS-101 - Microsoft 365 Mobility & Security: Threat Management 

o MS-101 - Microsoft 365 Mobility & Security: Security Reports & Alerts 

o MS-101 - Microsoft 365 Mobility & Security: Data Loss Prevention 

o MS-101 - Microsoft 365 Mobility & Security: Azure Information Protection 

o MS-101 - Microsoft 365 Mobility & Security: Data Governance 

o MS-101 - Microsoft 365 Mobility & Security: Auditing 

o MS-101 - Microsoft 365 Mobility & Security: eDiscovery 

• MeasureUp Exam simulation  

o 150+ questions 

• Tips & Tricks 

• Challenge Labs (option): 

o Lab 0: Setting up a Microsoft 365 Trial Account [PRE-REQ] [MS-101-000] 

o Plan Device Management [Guided] [MS-101-001] 

o Manage Device Compliance [Guided] [MS-101-002] 

o Create Conditional Access Policies for Intune Enrolled Devices [Guided] [MS-101-003] 

o Configure Microsoft Store for Business and Deploy Apps [Guided] [MS-101-004] 

o Can You Implement Modern Device Services? [Advanced] [MS-101-005] 

o Plan Windows 10 deployment [Guided] [MS101-006] 

o Evaluate and deploy Windows 10 Enterprise security features [Guided] [MS-101-007] 
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o Enroll Devices in Microsoft Intune [Guided] [MS-101-008] 

o Implement Modern Device and App Services [Advanced] [MS-101-009] 

o Manage Security Reports and Alerts [Guided] [MS-101-010] 

o Plan and Implement Threat Protection with Microsoft Defender [Guided] [MS-101-011] 

o Plan Microsoft Cloud App Security [Guided] [MS-101-012] 

o Can You Implement Microsoft 365 Security and Threat Management? [Advanced] [MS-101-013] 

o Plan for Compliance Requirements [Guided] [MS-101-014] 

o Manage Information Governance [Guided] [MS-101-015] 

o Implement Information Protection [Guided] [MS-101-016] 

o Plan and implement data loss prevention (DLP) [Guided] [MS-101-017] 

o Manage Search and Investigation [Guided] [MS-101-018] 

 


